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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

A3 Models:
bizhub_227 287
bizhub_C227_C287
bizhub_C258 C308 C368
bizhub_C458 C558 C658
bizhub_808 958

bizhub_227 287 series require latest firmware (GXX-A5 or newer)
and at function level 2.2 or newer

Software Switch Settings

Switch No.: 25

HEX Assignment: 30 -> Function Version2.2

bizhub_C227_C287 series require latest firmware (GXX-D8 or newer)
and at function level 3.0 or newer

Software Switch Settings

Switch No.: 25

HEX Assignment: 40 -> Function Version3.0

bizhub_C258 C308 (368 series require latest firmware (GXX-E1 or newer)
and at function level 3.0 or newer

Software Switch Settings

Switch No.: 25

HEX Assignment: 40 -> Function Version3.0

bizhub_C458 C558 C658 series require latest firmware (GXX-21 or newer)
and at function level 3.0 or newer

Software Switch Settings

Switch No.: 25

HEX Assignment: 40 -> Function Version 3.0

bizhub_808_958 series require latest firmware (GXX-D8 or newer)
and at function level 2.2 or newer

Software Switch Settings

Switch No.: 25

HEX Assignment: 30 -> Function Version 2.2

In order for the MFPs to be able to Scan to Email (Microsoft® Office 365™)
the MFPs require SHA2 support.
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Procedure

Step 1. It is necessary to have the IP Address of the machine for the following procedure.
It is also required to have a valid Microsoft® Office 365™ email with the following licenses.

Select a view: | All users

+ & £ 2

Display name

¥  userl

User name

51234.onmicrosoftcom

Assign License

Set user location

United States

¥l Office 365 Business ~

¥] Exchange Online Plan 1

' more

Needs to be on the admin account at
least

Needs to be on the account the MFP is
using for email

userl
T A s
W o r
&

Primary email address
serl@kmbs1234.onmicrosoft.com  Edit

Assigned license

Malbox permissions

ve other users permissions to receive and sen:

email as this mailbox.

d Edit
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 2. Once this is verified, open a web browser and enter the IP Address of the MFP and log in to the
Administrator Account (Password 1234567812345678)

Go to the System Settings Tab > Date/Time Setting
Enter the correct Date, Time and Time Zone.
Press OK

<)

£= KONICA MINOLTA i Administrator Logot | | 2]

l%&"&;ﬁ Web Connection  “® e PDF/A font data is not avaiatie. &5
Model Name:bizhub C308 m Lo Pegiet gj
User
UL BTG EN A System Settings Security AuthfAccount Network Box
Track
Print Setting Store Address Wizard Customize
* Meter Count Manual Setting
¥ ROM Version Date
» Import/Export Year I2018
. . . Maonth IB
F Status Notification Setting
Day IT
¥ Total Counter Notification T
Setting ime
Hour IB
¥ Date/Time Setting
Minute IUS

* Manual Setting

* Daylight Saving Time oK | Cancel |

Time Zone GMT l-S:UU vi
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 3. Go to the System Settings Tab > Machine Setting
Enter Device and Administrator E-mail information
Press OK

% KONICA MINOLTA & Administrator Logout | ﬂ

|;E'§é'ﬂ‘i,§ Web Connection " The POF/A font data is not avaisbie. a5
Model Name:bizhub C308 @ o e g
User
Maintenance RBEGHETHTNE Security AuthfAccount Network Box
Track
Print Setting Store Address Wizard Customize
* Machine Setting Machine Setting
* Register Support Information Device Location ISSD LAB
» Network TWAIN Administrator Registration
Administrator Name |user1
* Reset Settings
E-mail Address Iuser1@kmbs1234_unmicrosoﬁ_cum

E: User Box Setting

Extension Mo. I

k URL Document Management
Setting Company Mame |KONICA MINOLTA

* Standard Size Setting EEpaTE e I

Input Machine Address

Device Name [KM_C308
® Blank Page Print Settings E-mail Address

B Stamp Settings

Iuser1@kmbs1234.onmicrosoﬂ.com

* Job Priority Operation

S ﬁl Cancel |

P Customize
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 4. Go to the Security Tab > PKI Settings> Create a Self-Signed Certificate
Under Administrator E-mail Address, enter your onmicrosoft.com E-mail account.
Validity Period enter 3650

Under Encryption Key Type choose RSA-2048_SHA-256

Press OK

£= KONICA MINOLTA £ Administrator Logout | 2|

!;ﬁ'&‘&é Web Connection @ The PDFiA font data is not available.
Model Name:bizhub C308 0] i

Q) Zo

User
Authf/Account Network Box
Track

Maintenance  System Settings

Print Setting Store Address Wizard Customize

¥ PKI Settings Create and install a self-signed Certificate.
Device Certificate Setting Common Name 10.10.233.155

b SSLS r&g Organization IKONICA MINOLTA
o Organizational Unit ISSD
" Protocol Setting
— Locality [WINDSOR
Setting State/Province ICT
* Certificate Verification S -;IUS
Settings Admin. E-mail Address Iuser1@kmbs1234_0nmicrosoﬂ_com
* Address Reference Setting e
Validity Start Date IUE}J’UT!.?ME 06:51:09
= :
Reatiict Lherieets Validity Period [3650  Day(s)(1-3650)
P Auto Logout
. . Encryption Key Type |RSA—2[]48_SHA—255 _vj
F TX Operation Log Setting RSA-1 0'2:1-_MD5'
P Quick Security Setting ggﬁ:ﬁg;aéﬂii QK | Cancel |
* USB Connection Permission DSA-1 UEE_SHA—‘I
setting DSA-2045_SHA-1
RSA-1024_SHA-1
* Firmware Update (USB) RSA-2048_SHA-1
Permission Setting RSA-1024 SHA-256
RSA-2048 SHA-256
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 5. Go to the Security Tab > SSL Setting

Enable Mode using SSL/TLS

Make sure all the SSL/TLS Version Setting are all checked as shown below
Press OK

£= KONICA MINOLTA i Administrator Logot | 2]

|;@'$é§p§ Web Connection @Z!\_'.‘; The FDF/A font data is not availsble, &5
Model Name:bizhub C308 @ i et gj
User
Maintenance  System Settings Security AuthfAccount Network Box
Track
Print Setting Store Address Wizard Customize

¥ PKI Settings SSL Setting
* Device Certificate Setting Mode using SSL/TLS | Admin. Mode and User Mode ~|
» SSL Setting I Encryption Strength | AES-256, 3DES-168, RC4-128 ~|
| 3 ﬁmm SSL/TLS Version Setting
* External Certificate. e
Setting. ' M TLSw1.0
# Certificate Verification M TLSv1.1
Settings M TLSw1.2

* Address Reference Setting
* Restrict User Access ﬂl Cancel |
* Auto Logout

* TX Operation Log Setting

# Quick Security Setting

¥ USBE Connection Permission
setting

* Firmware Update (USB)
Permission Setting
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 6. Go to the Security Tab > Protocol Setting

Add SMTP, POP, TCP Socket, WebDAV and OpenAPI to your Self-Signed Certificate

Press Create to each one.

&= IKONICA MINOLTA

& Administrator

Logout | _?J

tﬁ;’g&"ﬂ%ﬁ Web Connection @ﬁ The FDF/A font data is not availsbie. &5
Model Name:bizhub C308 @ it ﬂ
User
Maintenance  System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Wizard Customize
¥ PKI Settings Protocol Setting
* Device Certificate Setting Protocol 1 Protocol 2 Edit  |Delete
» 3515&“‘9 S5L http Server Create | Delete |
* Protocol Setting SSL E-Mail Transmission (SMTP) Edit | Delete
: ng e S50 E-mail RX (POP) Edit | Delete
F Certificate Verification B S50 TCP Socket Edit | Delete
Settings —
y | |ssL LDAP Create || Delete
* Address Reference Setting "
W T TR sSL WebDAV Client Edit | | Delete
* Auto Logout * |ssL OpenAP| Edit | | Delete
# Administrator Password SSL Web Service Create || Delete
Setting
SSL IPsec Create | Delete |
¥ TX Operation Log Setting
S5L Remote Panel Create | Delete |
* Quick Security Setting
IEEE802.1X Create || Delete |
* USB Connection Permission
setting SMIME Create | Delete |
¥ Firmware Update {USB)
Permission Setting
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 7. Go to the Security Tab > Certificate Verification Settings
Select “OFF” to Certificate Verification Settings.
Press OK

% KONICA MINOLTA & Administrator Logout | ﬂ

|;@ PACE \Web Connection 2 The POF/A font data i not avaiabie. 85
Model Name:bizhub C308 @ P ﬂ
User
Maintenance  System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Wizard Customize
» PKI Settings Certificate Verification Settings

* Certificate Verification Certificate Verification Settings |OFF :_l
Settings
Timeout [30 sec. (5-300)

* Address Reference Setting ™ OCSP Seni
enice

P Restrict User Access URL

Proxy Settings

P Auto Logout

> Adn-!inistrator Password Proxy Server Address ™ Please check to enter host name.
Setting |U 0.0.0
¥ TX Operation Log Settin —
roxy Server Port Number &
pe 04 9 P 5 Port Numb 8080 1-66535
¥ Quick Security Setting User Name I

¥ USB Connection Permission

; I¥ Password is changed.
setting

Password I
* Firmware Update (USB)

L Address not using Proxy Server

™ Please check to enter host name.

ﬁl Cancel |
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 8. Since you are scanning to an Email Server that is using a HOST name vs an IP Address, DNS needs
to be working so the Host Name is resolved. You can get this information via a command line and typing
in ipconfig /all as seen below.

DNS Host
DNS Host Name [KMm8296DA

Dynamic DMS Setting | Disable ~
LLMMR Setting Enable -

DMNS Domain Mame Setting

gl:tsaisomaln Auto IW
DNS Search Domain l—_|
Mame Auto Retrieval Disable 2
DNS Default Domain
Mame

DNS Search Domain
Mame1

DNS Search Domain I
Mame?2

DMS Search Domain I
Mame3
—

k312 local

Issdlab.local

DMS Server Setting(IPvd)

DNS Server Auto =
Obtain Disable -

Primary DNS Server  [10.10.233.8
Secondary DNS

Servert [10.10.233.2
gecongaw DNS [10.15.1.163 Note: If there is a Secondary DNS
EMvEr.

Server spot left blank in PageScope,

DG Senver Setting(lPvk)

add Google’s DNS Server 8.8.8.8

DNS Server Auto
Obtain Enable -]

Primary DMS Server

Secondary DMS
Senvert
Secondary DNS C:xUsers~88D Userripconfig

Server2 Windows IP Configuration

Host Name . . . . . W5—as5
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabhled. .
DNS Suffix Search List

R Hybhrid
- . Mo

iR No

- S8D.LAB.LOCAL

Ethernet adapter Local Area Connection 2:

SED._LAB_LOCAL
Intel{R> 82578DHM Gigabit Hetwork Connecti

78—-2B-CB-A1-99-38

es

Yes
feBA::fBcc:d2ea:53cd:5e5x19(Preferred?
10.18.233.167<{Preferred>

255.255_255.8

Uednesday. August 1@, 2616 8:37:28 AH
Friday, September B89, 2016 8:37:21 AM
1A8.168_.233_.25%8

1@.18_233.2

376974283
AA—A1-88—-A1-18-8B-68-83-D4-BE-D?-9D-F2-79

Connection—specific DNS Suffix
Description . . - - . . . . .

Physical Address. . . . .
DHCP Enabled. . . . . . .
fiutoconf iguration Enabled
Link-local IPve Address .
IPv4 Address. . . . .

Subnet Mask . .
Lease Obhtained.
Lease Expires .
Default Gateway
DHCP Sevrver . .

DHCPu6 1AID . . .
DHCPu6 Client DUI

D

DNE Servers . . . . . - 18.18.233.8
18.18_.233 .2
16.15.1.163

T L AF L WL WL L EH R

)
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How to setup bizhub 227 C308 958 series model with Microsoft® Office 365™

Step 9. Go to the Network Tab > E-mail TX (SMTP)
Use the following information as reference, the Admin Email, User Account and device Email should all

be the same.

“ TCP/P Setting

E-mail RX (POP)

SIMIME

LDAP Setting
IPP Setting

“ FTP Setting
SHMP Setting
SMB Setting
DPWS Settings
Bonjour Setting
WebDAV Settings
OpenAPl Setting
TCP Socket Setting

IEEEZ02.1X Authentication
Setting

LLTD Setting

S5DP Settings

Web Browser Setting

WS Settings

Machine Update Settings
“ Remote Panel Settings

bizhub Remote Access
Setting

AirPrint Setting
Hetework UF Configuration

Mopria Setting

E.mail TX (SMTP)

¥ E-mail TX Setting
Scan to E-mail

E-mail Motification | OMN v]

Total Counter
Maotification

ON -

ON -

S' T o TTVET AUUTT

Use SSLITLS
Part Mumber

Port No.(S5L)

Certificate Verification
Level Setlings

Walidity Period
CM

Key sage
Chain

Expiration Diate
Confirmation

Connection Timeout

’ PreanE e enernoarame.

|smtp.0ﬁ'|u:e355.c:om

Start TLS -
547 (1-65535)
537 (1-65535)

msec.

Admin. E-mail Address userl@kmbs1234.onmicrosoft.com

Device Mail Address

|user1kmbs1234.onmicros:

AL TS =TT
POP before SMTP
FOP before SMTP

Timo o

[oFF =]
i) sec. (0-60)

M syt
Authentication

SMTP
Authentication
Method

Kerberos

MNTLIv1

Digest-MD5 1 ON -

CRAM-MDS

LOGIM
PLAIN
UserlD

" Passwordis changed.
Password |

oN -
oM -

oM w
oM -
oM -

|user1@kmbs1234.onmicros:

— —
Domain Name |

Note: If this fails, remove the existing certificate and reboot the MFP, then re-create a new certificate.
Make sure the machine has the latest firmware. The latest version of firmware, system software or
drivers are available via One Stop Product Support.
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